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A
JOB IDENTIFICATION INFORMATION

	JOB TITLE

(If different from Generic Job title)


	Intelligence Specialist 

	POST REFERENCE NO.
	REG25715

	REPORTS TO


	Intelligence Team Unit Manager


	DIRECTORATE


	Compliance and Beyond (from April 2018)

	UNIT OR TEAM
	SEPA Intelligence Unit

	LOCATION(S)                            


	Angus Smith Building, Eurocentral, Holytown

	POST STATUS

(Indicate if permanent or fixed term; full or part time and if part time, indicate hours)
	Fixed Term until 29/03/2019


B. MAIN PURPOSE
To lead the development, support and administration of an intelligence service for SEPA to enable the agency to deliver the vision  and objectives of our regulatory strategy One Planet Prosperity and A Waste to Resources Framework; deliver an effective Scottish Landfill Tax intelligence service to Revenue Scotland; and, deliver actionable intelligence for current and future sector plans.
	C. KEY RESPONSIBILITIES:

· Ensuring the intelligence system is fit for purpose. This includes assessing the system fits with organisation direction and capability.

· Provide expert guidance and expertise on intelligence issues, data management, security and CHIS to SEPA management and staff.

· Provide guidance and supervision for the intelligence staff within SEPA’s Intelligence Unit.
· Development of intelligence partners- including identifying and implementing additional sources of in intelligence

· SEPA’s CHIS monitor
· Representing SEPA at Intelligence sharing/liaison groups 



                       SCOTTISH ENVIRONMENT PROTECTION AGENCY

GENERIC JOB DESCRIPTION

D.  
COMMUNICATIONS AND KEY WORKING RELATIONSHIPS

	Internally: Operational staff at all levels, Intelligence Team, Compliance and Beyond and Circular Economy Portfolio colleagues; senior management in IS and other data managers, Security Manager staff and other staff at all level.
Externally: Other law enforcement and government agencies in the UK and abroad, including Police forces, Interpol, Environment Agency



E.
DIRECT REPORTS

	No line management responsibilities but will be responsible for the daily supervision of intelligence staff within the  Intelligence Unit.


Person Specification

1) KNOWLEDGE AND TECHNICAL SKILLS 
Indicates the type of knowledge and skills essential or desirable to do this job and the level required using the indicators below.

(1) Significant expert knowledge

(2) Specialist knowledge

(3) Routine but detailed knowledge

(4) Broad understanding

Or not applicable (N/A)

	Type of Knowledge/skills (please specify detail below under broad headings)
	Essential
	Level
	Desirable
	Level

	SEPA Organisational Knowledge

Namely: 

SEPA organisational structures

	Yes
	4
	
	2

	Scientific/Technical

Namely:  

Understanding of intelligence products, databases, software, security and the exchange of intelligence between organisations.

	Yes
	2
	
	2

	Managerial

Namely: supervision of staff, H&S issues, coaching and mentoring.
	
	
	     Yes
	      4

	Legislation

Namely:  

Data Protection Act 1998, 

Freedom of Information Act 2000
Government Protective Marking System

Regulation of Investigatory Powers Act 2000

Regulation of Investigatory Powers (Scotland) Act 2000 

Environmental
	Yes
	2
	   Yes
	       3

	Other 

Harms based regulation and National Intelligence Model
	Yes 
	2

	
	2




2) QUALIFICATIONS

Indicate the area and level of qualifications (if any) essential or desirable to do this job

	Type of Qualification
	Essential
	Desirable

	The post holder would generally be expected to be a graduate in an appropriate discipline. Alternatively to have equivalent vocational and academic experience and skills or knowledge of specific technical or organisational areas of the business such as a proven ability for intelligence management, with relevant qualifications and experience in investigating serious crimes and offences.
· A full driving licence.

	Yes
	


3) EXPERIENCE REQUIRED

Indicate the type and likely length of experience essential or desirable to do this job

	Type of Experience
	Essential
	Length
	Desirable
	Length

	Technical/scientific professional experience (e.g. Environmental Protection Officer experience or work of a suitable equivalent professional 
	Relevant pollution control experience
	At least 5 years
	
	Extensive experience on intelligence matters

	Supervision of staff and monitoring performance
	
	
	Yes
	2

	Budgetary management experience
	N/A
	
	Yes
	2

	Use of equipment and systems (please specify)


	The use of advanced spreadsheets and computer models relevant to the specialism

Microsoft applications

SEPA systems (ELMS, NEMS)

Specialist i2 intelligence software.
	3 years

1 year

1 year
	
	

	Other (please specify):


	


4) COMMUNICATION SKILLS

	Type of Communication (please specify detail below under broad headings)
	Essential
	Desirable

	Written communication

Namely: letters, memos, e mail to wide range of internal and external contacts up to a senior level.
	Yes
	

	Report writing

Namely: Technical reports or updates on intelligence and enforcement issues to Line management.

Briefing notes, options papers, strategy, policy and strategic documents for Senior management.

Draft work procedures and guidance documents
	Yes
	

	Oral communication

Namely: Team meetings, National working groups and various external working groups and meetings which in some cases will involve the provision of detailed advice and persuasion. In doing so it will often require applying tact and diplomacy to deal with sensitive and contentious issues and utilising negotiating and interviewing skills
	Yes
	

	Presentations

Namely: Internal and external stakeholder meetings concerning specific work areas.
	Yes
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