
SCOTTISH ENVIRONMENT PROTECTION AGENCY

GENERIC JOB SUMMARY 

A
JOB IDENTIFICATION

	JOB TITLE


	Senior Information Officer

	REPORTS TO


	Information Governance Manager

	PORTFOLIO

	Office of the Chief Executive

	UNIT OR TEAM
	Information Governance Team

	LOCATION(S)                            


	Flexible (but regular attendance in the Central Belt will be required)




B.  
MAIN PURPOSE OF THE JOB

	To provide technical advice to help SEPA comply with information related legislation.

To provide tools, guidance, advice and support to improve corporate information governance and make sure our services are legally compliant and meet our customers’ needs.




C.  
KEY AREAS OF RESPONSIBILITY

	Key Areas of Responsibility



	· To take responsibility for the coordination and delivery of some of the key activities that will demonstrate that SEPA is meeting its duties and responsibilities in relation to the governance of and compliance with its obligations under information governance related legislation, frameworks and policies including Data Protection Act 2018, Freedom of Information (Scotland) 2002, Environmental Information (Scotland) Regulations 2004, Re-use of Public Sector Information Regulations 2015, Public Records (Scotland) Act 2011 ( and any subsequent legislation).
· To write and implement policies, processes and procedures, and provide advice and guidance to senior management and other staff, for the ongoing management and maintenance of information governance requirements.

· To implement and monitor national guidance/industry standards in respect of information governance so that SEPA can demonstrate compliance.
· To provide technical input and assistance in the management of processes relating to its obligations under the Data Protection Act 2018, Freedom of Information (Scotland) Act 2002, Environmental Information (Scotland) Regulations 2004, Re-use of Public Sector Information Regulations 2015, Public Records (Scotland) Act 2011 (and any subsequent legislation). This may include the assessment and evaluation of the handling of personal data in SEPA, based on classification of assets and the known risks.

· To provide advice and guidance on information governance.  Work with colleagues to set up and maintain mechanisms to develop, manage, monitor, audit, implement, and train staff on, SEPA’s requirements to comply with appropriate information governance regimes. 
· To carry out of formal reviews, audits and investigations under relevant legislation, frameworks and policies, report on the outcomes, and implement/amend processes and procedures to help prevent reoccurrence. Provide trend analysis information and an annual audit report and recommendations.
· To represent SEPA, as required, at meetings, conferences, working groups and project boards; at national and local levels.

· To undertake such other appropriate information governance actions as required.




D.  
COMMUNICATIONS AND KEY WORKING RELATIONSHIPS
	Contact with the following groups will include advising, influencing, training and co-ordinating activity and will require the appropriate use of tact, diplomacy and negotiation skills. 

· Develop and maintain key external working relationships with appropriate information assurance bodies at national and local levels.
· Develop and maintain key internal working relationships with SEPA senior managers, management teams, managers, and relevant staff and projects across the organisation.
· Develop and maintain close working with other team members.



E.
DIRECT REPORTS
	No direct reports.  The post holder will be required to supervise staff and will deputise in the Unit Manager’s absence.



Person Specification
1) KNOWLEDGE AND TECHNICAL SKILLS 

Indicates the type of knowledge and skills essential or desirable to do this job and the level required using the indicators below.

(1) Significant expert knowledge

(2) Specialist knowledge

(3) Routine but detailed knowledge

(4) Knowledge of

Or not applicable (N/A)

	Type of Knowledge/skills (please specify detail below under broad headings)
	Essential
	Level
	Desirable
	Level

	SEPA Organisational Knowledge

Namely: Role of SEPA as a public authority in relation to information governance issues, in particular as regards personal data handling.

	X
	3
	
	

	Scientific/Technical/ Professional
Namely: 
Understanding, application and delivery of:

· Information governance
· Information related legislation including data protection legislation


	X
	2
	
	

	Managerial

Namely: 
An understanding of the role of management; an ability to coordinate the work of team members and other staff

	
	
	X
	3

	Legislation

Namely: Specialist knowledge of information governance related legislation, frameworks and policies, including Data Protection Act 2018, Freedom of Information (Scotland) Act 2002, Environmental Information (Scotland) Regulations 2004, Public Records (Scotland) Act 2011 and Re-use of Public Sector Information Regulations 2015.

	X
	2
	
	


	Type of Knowledge/skills (please specify detail below under broad headings)
	Essential
	Level
	Desirable
	Level

	Other

Project Management 

The ability to deliver pieces of work in a structured and controlled manner 

	X
	3
	
	


2) QUALIFICATIONS

Indicate the area and level of qualifications (if any) essential or desirable to do this job

	Type of Qualification
	Essential
	Desirable

	Degree or equivalent 
	X
	


3) EXPERIENCE REQUIRED
Indicate the type and likely length of experience essential or desirable to do this job

	Type of Experience
	Essential
	Length
	Desirable
	Length

	Technical/scientific professional experience


	(
	3 years
	
	

	People Management experience
	
	
	(
	1 year

	Use of equipment and  systems: 
Microsoft office suite
	(
	1 year
	
	

	Other:

Influencing, brokering, partnership working, negotiating

Project Management

Experience of undertaking formal reviews, audits and investigations under relevant legislation, frameworks and policies

	(
(
	2 years

2 Years


	(
	2 Years


4) COMMUNICATION SKILLS

	Type of Communication (please specify detail below under broad headings)
	Essential
	Desirable

	Written communication

Namely: A high standard of written communication is essential.  A good knowledge of grammar and the ability to write in plain English are expected.  Written communications include letters, research notes, reports, plans, guidance, procedures and emails
	(
	


	Type of Communication (please specify detail below under broad headings)
	Essential
	Desirable

	Report writing

Namely: The post holder must be able to prepare robust, concise, coherent, well-argued reports

	(
	

	Oral communication

Namely: Ability to represent SEPA successfully at both external and internal meetings.  

	(
	

	Presentations

Namely: Ability to compile and deliver presentations to internal and external audiences. The post holder will also be expected to deliver training sessions to other staff.


	(
	


